
Staying Legal
Web 2.0 & the law

NCVO
20 March 2008



Key legal issues

� Content issues including:
� Copyright
� Defamation
� Linking
� Trademarks
� Bulletin boards
� Disclaimers
� Disability discrimination

� Data Protection and cookies
� Domains
� Compliance



Copyright

Definition
� The right to prevent others from exploiting 

your work without permission (i.e. the right 
to stop others copying)



Main areas of copyright

� Literary
� Artistic

� Dramatic
� Musical 









Who owns the copyright?

The author/creator of the work unless:

� they are an employee
� it has been assigned (not licensed) in 

writing

nb: work must be original



How to ensure you have the copyright

� Review all works
� For each work, identify the creator

� If an employee, OK if created in course of 
employment

� If third party, get assignment in writing

� If existing works check whether still in 
copyright period (usually 70 years from 
death of creator)



Defamation

� Damage to reputation
� Defence to defamation if true or fair 

comment

� Innocent dissemination





Bulletin Boards/forums

� Liable if you monitor/moderate
� If you do not moderate you must investigate if 

alerted about illegality or infringement
� Have clear rules to which subscribers must 

agree & easy method of reporting abuse
� If in doubt remove material while investigating
� Duty to monitor where targeted at 

children/vulnerable adults (in which case 
remember CRB checks)



Disability Discrimination Act 1995

� No cases ….yet
� Consult codes – RNIB, W3C etc.

� Use html
� Provide voice recognition

� Option not to use flash technology
� Ability to alter font size



Linking issues

� Linking to home page – ok if not 
denigrating, but check t & cs and avoid 
using trademark without consent

� Deep-linking without consent infringement 
(copyright or database right)

� Disclaim responsibility for the site to which 
linked



Linking Disclaimer/T&C’s

� Those wishing to link to seek prior consent
� Right to require termination of link

� No responsibility for availability or content 
of linked site

� Linking does not constitute endorsement or 
recommendation









Data Protection 

Key elements
� Notification

� Data Protection Principles
� Data subjects’ rights

� Enforcement and criminal sanctions



Fair and Lawful Processing (1)

� Obtain it fairly – no deception
� Identity of data controller

� Purposes (e.g. trading companies)
� Any other necessary information

� Must satisfy one condition from Schedule 2 
(and 3 if “sensitive”)



Fair and Lawful Processing (2)

� Consent/implied consent
� Opt-in/opt-out

� Necessary - for data controller’s
legitimate interests

- to perform contract
- legal obligation

� Data subject’s vital interests



Online version

XYZ Organisation

Data Protection Act 1998

I would like to receive information from you [and your subsidiary 
companies] relating to your activities (including fundraising)

I am happy for you to pass my details to other organisations [with 
similar objects] so that they can contact me about their activities

Please untick the relevant box(es) if you do not wish us to do this


í


í



Offline version (1)

XYZ Organisation
Data Protection Act 1998

We [and our subsidiary companies] would like to use your 
information:

(a) For use in connection with our activities including 
fundraising 

(b) To pass to other organisations [with similar objects]

Please tick the appropriate box(es) if you do not wish us to do 
this



Offline version (continued)

Laws relating to email require us to obtain your consent to 
the following statements.  Please tick the box if they are not 
correct:

I would like to help save trees -

please email me information relating to …….

you may share my email address with other organisations so 
that I can receive details….



Cookies

� Site must declare use of cookies (even 
where name of user is not known)

� Opportunity to refuse use of cookies must 
be given

� If cookies used to deliver targeted 
messages to an individual (even if name 
not known), consent must be obtained



Selling online

� Distance Selling Regulations 2000 – for 
consumers (e.g. supply within 30 days, 7 
days to cancel)

� E-commerce Regulations 2002 – B2B
� Global Compliance

� State applies to UK only
� £ sterling
� Refuse overseas orders?



Compliance

� Charity status
� Company status
� Privacy policy
� Copyright statement 
� Terms and conditions of use (including any 

disclaimer e.g. links)
� (security statement)
Fundraising on the internet:
www.institute-of-fundraising.org.uk



Domain Name Registration

� No legal checks
� Cheap and simple

� Must be renewed regularly



What to Register

� .org and .com (top level domain)
� .org.uk and .co.uk (second level domain)
� also consider .info, .biz

� and .eu
� register name, projects, services

� re-register after two years
Beware domain name “front running”









Employee policies

� More than 1700 employees sacked in last 3 years 
because of internet/email misuse

� Police officer in Lewisham on Facebook loved job 
because “I get to hit people with a stick”

Internet use policy
� Fillers
� Staff warnings e.g. damage to reputation/identity theft
� Explain how networking sites privacy settings work
� Guidance on appropriate use (non-working hours?)
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